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Abstract

This article discusses the procedure for developing control schemes for the basic operations of cryptographic
transformation of information performed by a programmable logic integrated circuit that is part of the control system of an
autonomous technical means. The purpose of the research is to analyze the basic logical operations used by various algorithms
for cryptographic transformation of information, as well as to develop a mathematical apparatus for monitoring the correctness
of these operations. The control of the execution of logical operations is carried out inside a programmable logic integrated
circuit in parallel with the main algorithm of cryptographic transformation of information. In the future, the developed control
schemes can be used in the development of an algorithm for technical diagnostics of programmable logic integrated circuits
with localization of the location and cause of the malfunction.
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AHHOTaNMA

B aHHOM cTaTbe paccMaTpyBaeTcs TpolieAypa pa3pabOTKU CXeM  YIpaB/ieHWss OCHOBHBIMU — OMepalusiMy
Kpurrorpaduueckoro mnpeobpa3oBaHus WH(OPMALMM, BBITIOJHIEMbIMU [POrPaMMUPYEMON JIOTUUECKOH WHTerpaibHOM
CXeMOM, BXOJsIieli B COCTaB CUCTEMbI YIPABIEHUS aBTOHOMHBIM TeXHUUECKMM 00beKToM. l]e/ibio0 uccie/joBaHus SB/SETCS
aHa/lIM3 OCHOBHBIX JIOTHUECKUX OIepalyi, WCMO/Mb3yeMbIX pa3/MYHBIMM ~aJTOPUTMAMU ISl KpHUITOrpadHuyecKkoro
npeoOpa3oBaHusl WH(OpPMAI[MK, a TakKe pa3paboTKa MaTeMaTHUeCKOro arrapara fijisi KOHTPOJISi KOPPEKTHOCTU BBITTOTHEHHS
3TUX Olepalyii. YipaB/ieHe BBITOHEHHWEM JIOTHYeCKUX Orlepalidii OCYIleCTB/IsIeTCsl BHYTPU IIPOrpaMMHPYeMOil JTIorhyeCcKoi
VMHTErpajbHOM CXeMbl Tapa/jielbHO C OCHOBHBIM a/ITOPUTMOM KpuHOTOrpaduueckoro mpeobpa3oBaHus HHGopMaiuu. B
JanbHeleM pa3paboTaHHbIe CXEMbI YIPaBJIEHUS MOTYT ObITh KCIO/b30BaHbI MpPU pa3paboTke aaropuTMa TeXHUUeCKOM
JUarHOCTHUKY MIPOrPaMMHUPYeMBIX JIOTUUeCKUX WHTerpabHbIX CXeM C JIoKaIu3alei MecTa ¥ MpUUMHBI HEUCTIPaBHOCTH.

KiroueBble c/jI0Ba: TeXHUYECKUII KOHTpPOJIb, MpOrpaMMmupyeMasi Joruueckasi WHTerpajbHasi Cxema, MOZYJ/bHas
apudMeTHrKa, KpurnTorpaduueckoe npeobpa3oBaHue WHQPOPMAIUM, TEXHAUYECKasi AMArHOCTUKA, AaBTOHOMHOE TEeXHUUECKOe
CpejICTBO.

Introduction

Cryptographic transformation of information (hereinafter referred to as KPI) is the process of changing information that
depends on the parameter being changed, and has the property that it is impossible to restore the original information from the
transformed one, without knowing the current key, with a labor intensity less than the specified one.

Currently, KPI is implemented by software, hardware, and software-to-hardware tools. At the same time, in the case of
even a minimal error of one bit, the information recovery process becomes impossible.

Especially relevant is the problem of error occurrence during KPI on autonomous technical means (hereinafter referred to
as PBX) that operate at a long distance from the technical operator and transmit cryptographically transformed information to
the processing object via radio channels.

In this regard, there is a need for autonomous monitoring of the implementation of KPI on the PBX in order to determine
the error in advance and, if possible, eliminate the malfunction of the device that performs KPI.

The main computing device that performs KPI is currently a programmable logic integrated circuit. This computing tool is
the most versatile for implementing various KPI algorithms.

The most cryptographic algorithms are based on four basic logical operations:
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— modulo 2 addition operation.

— modulo 2/16 addition operation;

— cyclic shift operation.

— substitution operation.

Control of these logical operations will allow you to most fully determine the technical condition of the FPGA performed
by the KPI on the PBX.

Consider numerical control of arithmetic operations modulo. The construction of control schemes is based on two
theorems [1].

Theorem 1. The sum of numbers is comparable modulo q with the sum of the residuals r of the same numbers, i.e. [2]

LA =21, re mod gq. 6))

Theorem 2. The product of numbers is comparable modulo g with the product of the residuals r of the same numbers, i.e.

2]
iz1 Ai = [} rai mod q. )

Let us consider control schemes for the following transformations: summation modulo 2, summation modulo
2'6, substitution and cyclic shift operation [3], [4], [5].

Results and Discussion
Development of an algorithm for controlling the modulo summation operation. The control scheme for adding numbers
modulo 2 is shown in Fig. 1.

A;

By -
1 ”
Add modulo 2 b

2

Figure 1 - Control of the value of binary numbers modulo 2
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In general, the operation of this scheme can be described in the following way.

The result of summing two numbers A, and A; is the number As. In blocks B, and B, the residuals r; and r. numbers A; and
A; before conversion, respectively. Then, in block S, the resulting residuals are summed up. Since the sum of the residuals can
be greater than the modulus, then at the output of the adder, it is necessary to perform the operation of finding the remainder
again using the conversion in block Bs. As a result, the remainder ra; obtained from the number A; is compared with the sum of
the remainder of the numbers A; and A, — r; in the comparison module (=) with the formation of the "norm" sign (P) in the
form of a logical unit and zero — otherwise. It should be noted that the P-value is an additional feature (parameter) of the
subsystem functioning and diagnostics model, i.e. P e Q 7

The functioning of the presented control scheme can be divided into several stages:
1. At the initial stage, the numbers involved in the addition operation modulo 2 are obtained. After that, the remainder of
the terms r;, > and their sum (S = r; + r,) are found.
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2. In the next step, we determine the remainder r; of the sum of the residuals S and the remainder r, of the sum of the terms
A] and Az.

3. At the last stage, a report is generated about whether the summation is correct (output P,) or not (output P).

From a formal point of view, these stages can be represented as a set of the following maps [6]:

By : A >, 3)
where B; is an operator that characterizes getting the remainder r; from a number A;.
By : Ay — 1o, 4)
where B is an operator that characterizes getting the remainder r» from a number A,.
S:Y2,ri—sse S (5)
where S is the operator for finding the sum of balances r; and r».
B3 :S — r3, (6)
where Bs is an operator that characterizes obtaining the remainder r; from the sum of the remainder r; and r».
P:r3Vry — p,pe{l,0}, (7)

where P is an operator that characterizes obtaining the solution p.
When controlling addition modulo 2216, the scheme is simplified, taking into account the fact that the remainder of two
numbers is calculated in the transformation itself (Fig. 2).

Al Az l
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Figure 2 - Control of the position of binary numbers modulo 2/A16
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The functioning of the presented control scheme can be divided into several stages:
1. At the initial stage, the addition of numbers is performed. After that, the sum is compared with the number 2A16. If the
value is exceeded, the difference is calculated §>216 5 g_g_n0l6

2. In the next step, we define the remainder r; of the sum of the numbers S and the remainder r, as a number A; (As = r»).
3. At the last stage, a report is generated about whether the summation is correct (output P,) or not (output P).
Basic analytical relations [7]:

B :S—>r, ®
where B; is an operator that characterizes getting the remainder r; from a number S.
P:rivr,—p,pe{l0} 9)

where P is an operator that characterizes obtaining the solution p.
The control scheme of the shift operation is shown in Fig. 3.
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Figure 3 - Control scheme for the shift operation
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The functioning of the presented control scheme can be divided into several stages:

1. At the initial stage, the number is represented A; as two numbers relative to the number of clock cycles of the shift
towards the highest digit. The residuals of the indicated numbers are calculated. Similarly, the component numbers are
determined A, and the residuals are calculated.

2. In the next step, the remainder of the numbers before and after the shift is compared.

3. At the last stage, a report is generated about whether or not the number shift (P) is correct.

Basic analytical relations [8], [9]:

B12A1—>r1

(10)
32 : A1 —> 1
where B;, B, are operators that characterize obtaining residuals r; and r» from a number A;.
B3z : Ay —r3
(11)
By Ay — 1y
where Bs, B, are operators that characterize obtaining residuals r; and r, from a number A,.
Comparing numbers before and after the shift
ri =rg: P2
(12)
rp =r3: P 1
where P;, P, are the results of comparing the residuals r; and r.
P:PyVvP,— ppe{l,0} (13)

where P is an operator that characterizes obtaining the solution p.
The control scheme for substitution operations is shown in Figure 4.
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Figure 4 - Control scheme for the substitution operation
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The functioning of the presented control scheme can be divided into several stages:

The functioning of the presented control scheme can be divided into several stages:

1. At the initial stage, the division of the numbers A; and A, by the corresponding numbers is carried out, and the
definition of the numbers 4, = < A}, A%> and A, = < Ai, Aé> .

2. From the table of residuals n, select the residuals r; and r.

3. The remainder ( r21 and r% ) of the numbers are generated after performing the substitution operation and compared

with the remainder from the remainder table.
4. At the last stage, a report is generated about whether the substitution is correct or not (P).
Basic analytical relations [10]:

oAl 1
B3 : A2 — 1, (14)
where B is an operator that characterizes getting the remainder r21 from a number A% .
. A2 2
B4 : A2 — T D) (15)
where B, is an operator that characterizes getting the remainder r% from a number A% .

Comparing numbers before and after the shift

2 _ 2.
r2=r .P2

(16)
r; =r':p
where P;, P; are the results of comparing the residuals r; and r% .
P:PyVP,—p,pe{l0} 17)

where P is an operator that characterizes obtaining the solution p.

Conclusion

Thus, we have developed control schemes for the main operations of cryptographic transformation, namely addition
modulo 2,modulo 2 A 16, shift and substitution. Many additional parameters of the technical diagnostics process have been
formed. It is necessary to make adjustments to the functioning model of the encoder, taking into account the process of its
technical diagnostics, based on the obtained parameters.
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