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Abstract

The growing volume of processed information, the tightening of personal-data protection requirements (Federal Law No.
152-FZ, the requirements of the FSTEC and FSB of Russia), and the drive toward import substitution and the migration of
corporate information systems to domestic software make it relevant to develop data-protection methods adapted to the
architecture of the 1C platform, which occupies a dominant position in the Russian corporate segment. The aim of this work is
to develop and experimentally verify a practically applicable protection methodology that takes into account the operating
modes of 1C databases (file-based and client-server) and the typical architectural solutions of corporate IT infrastructures while
maintaining an acceptable level of performance. The methodological basis comprises a comparative analysis of existing
approaches, threat modeling using the STRIDE methodology, and experimental verification in an isolated test environment. A
multi-level methodology is proposed that combines organizational, technical, and educational measures based on classical
information-security principles and the platform's built-in mechanisms — the role-based rights model, record-level access
restriction (RLS), the registration log, and scheduled jobs — and employs multi-factor authentication, cryptographic protection
compliant with GOST R 34.12-2015, and SIEM-based monitoring. Validation on a copy of a working database over two
months showed that the share of blocked unauthorized-access attempts rose from 52% to 97% (a relative increase of about
87%) and that the average incident-response time fell from 14 to 4 minutes, while the system response time increased by only
6-9%. The theoretical significance of the work lies in systematizing the multi-level approach as applied to the 1C platform,
and its practical significance in providing a validated regulation ready for implementation.

Keywords: data protection, information security, 1C platform, multi-level protection, database, multi-factor
authentication, access control, role-based model, STRIDE threat modeling, cryptographic protection, GOST R 34.12-2015,
monitoring, database administration.
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AHHOTanMs

Poct o6ObemoB oOpabarbiBaeMoii MH(pOPMALMK, Y)KeCToueHHe TpeOOBaHWM K 3allUuTe TepCOHAbHBIX JAaHHBIX
(PepepaneHblii 3akoH Ne 152-@3, TpeboBanuss ®CTOK u ®CB Poccum), a Takke CTpemMeHHe K WMIIOPTO3aMeILeHUI0 U
repexofly KOPIIOPAaTMBHBIX HMHGOPMALMOHHBIX CUCTEM Ha OTEeYeCTBEHHOe TpOrpaMMHoe obecrieueHre O0YC/IOBIHBAIOT
aKTyaJbHOCTb pa3paboTKH METOZ0B 3allliThl J@HHBIX, a/IalITUPOBAHHBIX K apXUTeKType raTtgopmbl «1C», 3aHUMAroIe
JIOMUHUPYIOIIlee TIOJIKeHWe B POCCHICKOM KODIIOPaTHMBHOM cermeHTe. llenblo faHHOW paboThI siBlsieTcs pa3paboTKa U
SKCIIepUMeHTa/IbHasi NpoBepKa INPUMEHMMOI Ha TpaKTHKe MeTOJOJIOTHUHM 3alllWThl, yUMTHIBAIOIEH peXHUMbl paboTel 6a3
JaHHbIX «1C» ((alinoBblil ¥ KIMeHT-CcepBep) U TUMMUYHbIe apXUTEKTYpHbIe pellleHHs KOpIopaTUBHbIX IT-uH(pacTpyKTyp npu
COXpaHeHNH TpHeMJIEMOr0 YPOBHsI TNPOW3BOAUTENBHOCTH. MeTozosoruyeckasi OCHOBA BK/IOYaeT CPaBHUTE/NbHBIM aHaIu3
CyLLIeCTBYIOIIMX [OAXOJ0B, MOJeIUpOBaHWe Yrpo3 C wucnonb3doBaHreM Merofosiorud STRIDE u 3kcrepyMeHTabHYHO
TIPOBEPKY B M30JIMPOBaHHOW TecTOBOM cpepe. I1pesyioykeHa MHOTOypOBHeBasi METOZIO/IOTHSI, COUeTAoIasi OpraHu3aljioHHEIe,
TeXHWUeCcKre W oOpa3oBaTelbHbIE Mepbl, OCHOBAHHBIE Ha K/IaCCHUECKUX TPUHLIUMAX WH(OPMAIMOHHOW 6e30macHOCTH |
BCTPOEHHBIX MeXaHW3Max IUI1aT(OpMbl — MO/Ie/IU TIPaB Ha OCHOBe poJjiel, orpaHWYeHHUH /JOCTyIa Ha ypoBHe 3armceid (RLS),
JKypHajie perucTpalydd W 3alUVIaHUPOBAHHBIX 33JdHUSIX — W HWCIO/B3YIoasi MHOTO(aKTOPHYIO —ayTeHTH(UKAIUIO,
Kpunrorpaguyeckyro 3amuty B cooTBeTcTBUM ¢ 'OCT P 34.12-2015 u moHuTOopuHr Ha ocHoBe SIEM. TecTtupoBaHMe Ha
Konuu paboveii 6a3pl [JAHHBIX B TeueHHe [BYyX MeCsLieB [10Ka3ajo, 4YTO [onsl 3ab/0KMPOBAHHBIX IIOTMBITOK
HEeCaHKI[MOHUPOBAHHOTO /IOCTyMa Bbipocsa ¢ 52 f10 97% (OTHOCHTENbHBIA POCT COCTaBUM OKoyo 87%), a cpeiHee BpeMs
pearupoBaHus Ha UHLUJEHThI COKPAaTU/I0Ch C 14 10 4 MUHYT, TP 3TOM BpeMsl OTK/IMKA CUCTeMbI YBeJIMUMWIOCH JIMIIL Ha 6-9%.
TeopeTHuecKkass 3HaUMMOCTh pPabOTBI 3aK/IOYaeTCs B CHUCTEMAaTH3ald MHOTOYPOBHEBOTO TOAXOJd, TPUMEHEHHOTO K
raropme «1C», a MpakTHUeCcKast — B TIPeJOCTaB/IeHHH ITPOBEPeHHOT0 Ha MTPaKTHKe peryiaMeHTa, FOTOBOTO K BHEZIPEHHIO.
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Introduction

Digital infrastructure has long ceased to be a mere auxiliary element of business: today it largely determines how quickly
and accurately an enterprise makes management decisions, serves its customers, and maintains its internal records. The rapid
growth in the volume of processed information, the widening range of automated processes, and the pervasive spread of
network services generate a steady demand for IT solutions capable of combining high performance with reliable data
protection [1]. In the Russian corporate environment, one of the most widely used products of this kind is the 1C platform,
which covers accounting and financial management, document management, logistics, human-resource management, and
warehouse operations [2].

As the volume of stored information grows, so do the risks associated with breaches of its confidentiality, integrity, and
availability. Even a single incident — a leak of customers' personal data, the substitution of source documents, or the loss of
access to a working database — can result in serious financial losses, regulatory sanctions, and reputational damage for an
organization. This makes the development of holistic protection methods that take into account the architecture of specific
information systems and the features of the corporate IT environment a practically urgent task.

The range of threats faced by 1C-based information systems is extremely broad: malware, the actions of external attackers,
administration errors, hardware failures, unintentional actions by employees, and vulnerabilities in both the applied solutions
and the platform itself. The task of the database administrator is to ensure protection throughout the entire life cycle of the
system — from the initial allocation of access rights to the continuous monitoring of user activity and the handling of incidents
[3]. At the same time, common protection methods often prove insufficiently adapted to the specifics of 1C — to its operating
modes (file-based and client-server), to its built-in authentication mechanisms, and to its scheduled jobs — which gives rise to
a situation in which formal compliance with requirements does not guarantee actual security [4].

This work is devoted to analyzing the approaches to data protection currently used in 1C systems, identifying their
weaknesses, and building on this basis a more balanced methodology that combines organizational, technical, and software
mechanisms. The key principle underlying the study is multi-layeredness: in our view, sustainable protection cannot be
achieved by purely technological or purely regulatory means taken separately; a combination of tools, procedures, and staff
competencies working in concert is required.

The study covers the entire cycle of work — from a review and comparison of known solutions to the development of an
original methodology, its verification in a test environment, and an assessment of the resulting effect. The ultimate goal is a
tangible increase in the security of corporate data stored in 1C databases and a reduction in the probability of the successful
realization of both external and internal threats.

The relevance of the topic is driven by several simultaneously acting trends. The first is the steady growth in the number
and sophistication of cyber threats: the number of incidents involving unauthorized access to corporate databases increases
year on year, and the attacks themselves are increasingly targeted [5]. The second is the tightening of regulatory requirements
for handling information, primarily personal data: Federal Law No. 152-FZ "On Personal Data", the orders of the FSTEC of
Russia, and the requirements of the FSB of Russia for protection tools set a mandatory level of measures, non-compliance with
which entails administrative and, in some cases, more serious liability [6]. The third trend is technological in nature — the
drive toward import substitution and the migration of corporate information systems to domestic software [7], in which the 1C
platform occupies a dominant position. Taken together, these factors turn the development of a 1C-adapted data protection
methodology from a narrow technical problem into a practically significant and sought-after task.

The object of the study is the process of administering and protecting the database management system used by the 1C
platform.

The subject of the study is the interconnected set of organizational, software-technical, and educational means of ensuring
the confidentiality, integrity, and availability of data, considered in relation to the operating modes and built-in mechanisms of
the 1C platform during the administration of systems of this class.

The aim of the work is to develop and experimentally verify a practically applicable protection methodology that takes into
account both the features of 1C database operation and the typical architectural solutions of corporate IT infrastructures, while
ensuring a tangible increase in data security with an acceptable level of system performance.

Achieving this aim involves solving the following tasks:

1) to carry out a critical review of current protection methods and assess the actual level of data security in a typical 1C
administration scenario;

2) to identify the strengths and weaknesses of these methods, as well as their characteristic residual risks;

3) to formulate a comprehensive methodology combining organizational, technical, and educational measures;

4) to conduct testing and validation of the methodology under conditions that model real corporate operation;

5) to prepare practical recommendations and a regulation suitable for implementing the methodology at an enterprise.

The methodological basis of the work comprises a comparative analysis of existing approaches to database protection,
threat modeling using the STRIDE methodology, the design of a comprehensive methodology based on classical information-
security principles, and the experimental verification of the proposed solutions in an isolated test environment with subsequent
validation on a copy of a working 1C database.

The scientific novelty of the work is as follows. First, the typical multi-level protection model is adapted to the architecture
and operating modes of the 1C platform — file-based and client-server — relying on its built-in mechanisms: the role-based
rights model, record-level access restriction, the registration log, and scheduled jobs. Second, organizational, technical, and
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educational measures are combined into a single verified methodology, whereas in most known solutions they are applied in
isolation [8]. Third, based on validation on a copy of a working database, a quantitative assessment of the balance between the
level of security and system performance has been obtained, which makes it possible to reasonably recommend the
methodology for practical implementation [9].

Analysis of Existing Database Security Methods

Examining the methodological approaches to database protection in the course of administering 1C applied solutions is not
a formal introductory section but a substantive starting point of the study. The modern information environment exists amid a
constant escalation of cyber threats, and this background cannot be ignored. 1C databases store information that is critically
important for the operation of any organization: financial aggregates, information about counterparties and employees,
elements of trade secrets, and operational business-process data. For this reason, the protection of such databases cannot be
limited to any single layer or technology — it requires constant revision and a comprehensive approach.

The methods used today can conveniently be grouped into three large directions that differ in the nature of the means
employed.

The first direction consists of organizational measures: the development of local regulations on data protection, the
assignment of personal responsibility for compliance with them, and regular staff training. Security policies here play the role
of a framework — they formalize the rules of access to information resources, describe the procedure for processing data, and
regulate actions in the event of an incident.

The second direction comprises technical means of protection. These include cryptographic mechanisms, access-control
tools, and the regular updating of software. Encryption practically rules out the possibility of reading data without a key even if
it is intercepted; a properly configured access-control system shuts out users who lack the necessary privileges; and timely
software updates close known vulnerabilities and reduce the system's susceptibility to external attacks.

The third direction is monitoring and auditing. Its task is to record deviations from the system's normal behavior and to
suppress threats before they are fully realized. This includes observing user actions, analyzing event logs, and applying
automated audit tools that make it possible to recognize anomalies, detect attempts at unauthorized access, and reconstruct the
course of incidents. It is fundamentally important that data collection in itself is meaningless — value is gained only from its
systematic analytical processing.

The starting point for building a protection system is a correct assessment of the threats affecting the database
infrastructure. By their source, they are conventionally divided into internal and external. Internal threats, as practice shows,
most often arise from the human factor — whether poor staff training, the violation of regulations, or unintentional errors.
External threats are associated with the deliberate actions of attackers: network attacks, the spread of malware, and the use of
social-engineering methods.

To systematize possible threat scenarios and subsequently assess risks, special models are used. Among them, the STRIDE
model has become especially widespread, combining six characteristic types of threats:

* S — Spoofing (identity spoofing);

« T — Tampering (violation of integrity);

* R — Repudiation (denial of actions performed);

* ] — Information Disclosure;

* D — Denial of Service (violation of availability);

* E — Elevation of Privilege.

An effective security methodology must take into account the evolution of threats and follow changes in the arsenal of
protection tools. In essence, this is not a one-off project but a continuous process of adaptation: an analytical review of new
risks, the adjustment of measures, and the introduction of up-to-date tools — all of this should become regular practice (Table

1).

Table 1 - Comparison of methods
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Direction Goals and objectives Advantages Limitations Main measures

Establishing access

. . .| A clear management| Dependence on the | Security policies;
regulations; defining

- structure; greater | human factor; the appointment of
Organizational procedures for LT .
. . staff discipline and | need for regular |responsible persons;
interaction and . - .
awareness training training sessions
response
Protectin A high degree of . .
. -tng gh ceg Additional costs; the| Encryption; access
. information and protection; the e
Technical . N need for qualified | control; software
preventing possibility of :
. : maintenance updates
unauthorized access automation

Detecting threats;

Monitoring and analyzing
auditing anomalies;

preventing attacks

Timely response; the|  Possible false Monitoring systems;
possibility of positives; resource action auditing;
incident analysis demands IDS/IPS
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Among the architectural approaches to building protection, the most widespread is the multi-level model, in which security
is ensured sequentially at the physical, network, and application layers.

* The physical layer is responsible for protecting the server infrastructure: controlled access to technical premises, video-
surveillance systems, alarms, and organizational measures for admitting employees and contractors.

* The network layer is provided by firewalls, intrusion-detection systems, VPN connections, and the encryption of network
traffic; multi-factor authentication is mandatory for remote connection to 1C databases [10].

* The application layer is oriented directly toward business logic: the correct configuration of roles and rights, protection
against SQL injection, the secure development of 1C configurations, and the consistent application of the principle of least
privilege [11].

Backup and, more broadly, recovery mechanisms play an integral role in this scheme: they are precisely what minimize
damage in any incident — from a hardware failure to a successful attack. The factor of staff training is no less significant:
incident statistics consistently show that a substantial proportion of information-security breaches are associated not with
sophisticated targeted attacks but with errors or negligence on the part of employees (Table 2).

Table 2 - Comparative characteristics of data protection measures
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Approach Advantages Disadvantages

Protection of equipment from theft| Does not protect against internal

Physical protection and damage threats

Control of actions and restriction | Configuration complexity, risk of

Access management .
of user rights eITorS

Reduced performance, the need for

Encryption A high level of data integrity key management

Backup The possibility of data recovery Risk of backup leaks

The possibility of detecting

Monitoring and auditing High costs and resource demands

violations
Staff trainin Improved literacy and Requires time and a systematic
& attentiveness approach

Development of the Database Security Methodology

Designing a methodology for protecting a 1C database at an enterprise is one of the central tasks within the broader scope
of managing corporate information resources. Its successful implementation requires simultaneously taking into account
technical and organizational aspects and relying on the classical principles of information security [12], [13].

The basic element of the methodology is a set of data-protection principles whose observance increases the system's
resilience to potential threats. The first and perhaps most significant of them is confidentiality — restricting access to
information to a circle of specially authorized persons. In the 1C system, this principle is implemented through the
combination of authentication and authorization mechanisms, the configuration of roles and access rights, and record-level
access restriction (RLS), which makes it possible to differentiate the visibility of data down to specific table rows.

The second principle is data integrity: information in the database must be kept in a correct, internally consistent state. Its
maintenance is ensured by record-versioning mechanisms, verification of the operations performed, and regular backups,
which in 1C can conveniently be automated using scheduled jobs, making it possible to restore the database to a working state
in the event of an incident.

The third principle is availability: the information system must operate continuously, and any downtime that disrupts the
course of business processes should be minimized. This is achieved by maintaining the serviceability of the server equipment,
building a fault-tolerant architecture, and using prompt post-failure recovery procedures.

The fourth principle is accounting and auditing. It requires the mandatory recording of the actions of users and
administrators in system logs; in the 1C platform, this role is performed by the built-in registration log, which reflects login
events, data changes, and operations with access rights. Regular analysis of these logs makes it possible to notice deviations
from the usual picture of work and to recognize potential incidents before they escalate into serious ones.

The fifth principle is the minimization of privileges. According to it, a user should have exactly the set of privileges
necessary to perform their job duties — no more and no less. Any excessive rights turn into a potential entry point for an
attacker or a source of unintentional error.

Finally, the principle of protection against threats covers the arsenal of directly technical means: antivirus suites, firewalls,
intrusion detection and prevention systems (IDS/IPS), as well as the physical protection of the premises housing the server
equipment.

Measures to improve users' digital literacy are also among the mandatory components of the methodology: without
sufficient staff competencies, the effectiveness of even the most carefully designed technical solutions is noticeably reduced.

One of the core components of protection is authentication — the procedure for confirming a user's identity when logging
into the system. The 1C platform natively supports password protection; additionally, biometric methods and two-factor
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authentication (2FA) may be used. Passwords must meet strength requirements and be changed periodically [14], and the
account must be automatically locked after three consecutive unsuccessful login attempts [15].

Two-factor authentication provides an additional barrier: to confirm their identity, the user must present two independent
factors. The general scheme of its operation is shown in Figure 1.

A4

User enters login and password

Login and password
check

Error: incorrect Send code to
login or password SMS / Email
v '
> User enters

Number of attempts received code

Code check

System locked

<3

Error: incorrect
code

| Number of code
entry attempts

=3

Login blocked

Figure 1 - Two-factor authentication scheme in 1C
DOI: https://doi.org/10.60797/IRJ.2026.170.50.3

Access granted

Two-factor authentication is based on a combination of factors of three different types: something the user knows (login
and password), something they possess (a smartphone or a hardware token), and something that characterizes them (a
fingerprint, an iris pattern, or facial features). The login scenario is structured as follows. The user enters their credentials, and
the system checks their correctness. If the data are correct, a one-time confirmation code is sent to a previously registered
device; if not, the user receives an error notification. The system compares the entered code with its reference value. On a
match, it grants access to the database; on a mismatch, it records a failed attempt; after three consecutive unsuccessful
attempts, the account is temporarily locked.

After authentication, authorization comes into effect — the mechanism that determines which actions are permitted to a
particular user [16]. Its correctness is directly related to compliance with the principle of least privilege and requires
maintaining an up-to-date register of users and conducting periodic checks. Another essential layer of protection is
cryptographic mechanisms: they guarantee the integrity of information even when an attacker gains direct physical access to
the storage media. In Russian practice, certified cryptographic information protection tools (CIPF) are used for this purpose,
implementing algorithms compliant with GOST R 34.12-2015 ("Kuznyechik" and "Magma") [17], [18], which ensures
conformity with regulatory requirements.

The protection system must also include a monitoring and auditing loop aimed at detecting suspicious activity. SIEM
platforms have proven themselves well in this role: they collect events from many sources in real time, correlate them, and
signal anomalies. No less important is the organization of secure log storage, which ensures the immutability of the recorded
entries and thereby their evidentiary value. Incident-response procedures are built on monitoring data, covering the
identification of an event, the collection of initial information, the temporary restriction of access, the elimination of the root
cause, and the subsequent restoration of normal system operation.

The effectiveness of a security strategy is ultimately determined by the quality of interaction among the IT service,
information-security specialists, and the organization's management. Forming an appropriate corporate culture and providing
systematic staff training strengthen the system's resilience to external influences and noticeably reduce the overall level of risk.

Testing and Validation of the Developed Methodology

Verifying the operability and effectiveness of the developed methodology is the final but by no means formal stage of the
study. It is at this stage that it becomes clear how applicable the proposed solutions are under conditions as close as possible to
real operation, and which of them require refinement. So as not to put the enterprise's working system at risk, all experiments
are conducted in a specially prepared test environment isolated from production.

The aim of testing is to obtain a well-rounded assessment of the effectiveness of the proposed measures as applied to a 1C
database across several groups of indicators: resilience to external and internal influences, data integrity, stability of operation,
and ease of administration. The initial system configuration without the proposed protection measures is taken as a baseline for
comparison, which makes it possible to assess precisely the contribution of the methodology. The test environment should
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replicate the configuration of the enterprise's real IT infrastructure while remaining isolated from the production environment.
The most successful solution is a virtualized server platform with an up-to-date copy of the working 1C database deployed on
it, on which characteristic attacks and abnormal situations are reproduced according to controlled scenarios corresponding to
the threat types of the STRIDE model.

The testing process is structured in three sequential stages:

1. Functional verification — checking the operability of all components included in the methodology. At this stage, the
correct operation of the authentication, authorization, backup, cryptographic-protection, and monitoring mechanisms is
verified.

2. Load testing — measuring the performance and stability margin of the system as the number of simultaneous users
grows, the flow of transactions increases, and typical queries become more complex.

3. Assessment of the ergonomics of administration and user work — collecting feedback from IT specialists and ordinary
users through surveys, interviews, and comparison with the system's operation logs.

Upon completion of all three stages, the results are brought together, interpreted, and formalized as an analytical report.

Validation Results

Following the testing procedure described above, the data obtained were subjected to analytical processing. Among the
strengths of the developed methodology are its ability to suppress unauthorized-access attempts and to reduce the system's
susceptibility to user errors; the obvious costs include increased server load, the need for additional staff training, and a certain
complication of administration.

Validation was carried out over two months on a copy of the organization's working 1C database, which made it possible
to assess the effectiveness of the methodology under conditions as close as possible to the working environment. The key
indicators recorded were the proportion of blocked unauthorized-access attempts, the average incident-response time, and the
average system response time during typical operations; all values were compared with the initial configuration taken as the
baseline. To obtain reproducible estimates, a fixed battery of 500 simulated unauthorized-access attempts spanning the six
STRIDE threat categories was replayed in ten independent test runs against both the baseline configuration and the system
protected by the proposed methodology, and the figures reported below are averaged over these runs. The share of successfully
blocked unauthorized-access attempts rose from 52 + 3% in the baseline configuration to 97 + 1% with the proposed measures
in place — that is, a relative increase of about 87% (an absolute gain of roughly 45 percentage points). The average incident-
response time was reduced from 14 to 4 minutes. For typical user operations, the average response time increased by 6-9%
depending on the type of operation (on average, from 0.45 to 0.49 s) — an increase that falls within the acceptable range and is
practically imperceptible to users in everyday work. The tests confirmed the effectiveness of the combined approach that
brings together multi-factor authentication, backup, monitoring, and auditing. At the same time, the connection of
cryptographic mechanisms predictably increased the server load, which required additional configuration optimization. The
resulting balance between the increase in security and the moderate decrease in performance makes it possible to recommend
the methodology for implementation in the enterprise's production environment.

Implementation of the Methodology at an Enterprise

The practical implementation of a 1C database protection methodology is perhaps the most critical part of the entire effort:
it is here that theoretical constructs collide with the reality of the enterprise, and the effectiveness of the proposed measures is
entirely determined by the accuracy of their execution. Implementation is not only the installation and configuration of
technical means but also systematic work with people, forming within the team a culture of secure handling of information.
The starting point is a diagnosis of the current state of the protection system: an audit of existing regulations, an inventory of
the tools used, the identification of bottlenecks, and a check against regulatory requirements. The resulting picture becomes the
basis for a list of the necessary technical and organizational improvements.

Next, a detailed implementation plan is drawn up: stages are identified, deadlines are stipulated, and areas of responsibility
are distributed among the project participants. A responsible person is appointed for each key area — technical administration,
monitoring, training, and oversight of regulation compliance. After this, the technical part proper begins: updating the applied
solutions, deploying additional protection tools, configuring monitoring tools, updating software, and introducing data-
recovery procedures. All work is carried out sequentially and in a coordinated order, which makes it possible to avoid
prolonged downtime and to reduce the risk of disrupting normal system operation.

A special place in implementation is occupied by staff training: the level of security is directly related to the discipline of
following the rules. The training program combines theoretical and practical parts. For technical specialists, the emphasis is on
the intricacies of administration, security issues, and the procedure for responding to incidents; for ordinary users, on the rules
of safe work, the creation of strong passwords, the recognition of forged messages, and the prevention of information leaks.
The formats can vary: lectures, seminars, online courses, workshops, and a concluding test. After formal training, it is
advisable to deploy a consulting-support system — it allows employees to promptly obtain clarifications on emerging
questions and not to accumulate unresolved problems.

For greater clarity of the development and implementation of security policies, the entire process is formalized as a
flowchart that records the order in which the training and regulatory measures are carried out (Figure 2).
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The process of implementing the information-security methodology itself is conveniently represented as a sequence of
steps unfolding over time. It begins with the launch of a formal implementation procedure and the development of a security
policy, within which the list of current threats is outlined and the requirements, access rules, the procedure for handling data,
and response measures are recorded. The prepared package of documents is agreed upon with management, after which
responsible persons and their functions are assigned. This is followed by training events that conclude with a check of staff
knowledge; if the results are unsatisfactory, the training cycle is repeated. Once the plan is approved, a working group is
formed — it includes information-security specialists, 1C administrators, and representatives of the departments that use the
system. On this basis, work regulations and detailed instructions on access, backup, authentication, and monitoring are
developed.

Next comes the turn of technical work: cryptographic mechanisms are selected and configured, the rights-differentiation
and authentication system is set up, monitoring with log keeping is deployed, and a schedule for software updates and testing is
drawn up. In parallel, the vulnerability-auditing procedure and the incident-response order are refined, and staff training is
conducted. Each block of measures — technical and organizational — must undergo testing followed by the collection of user
feedback, which makes it possible to adjust the implementation process in a timely manner.

After all elements of the methodology have been deployed, the task of continuously monitoring its effectiveness becomes
critically important. This includes analyzing access logs and system events, conducting periodic penetration tests, assessing the
clarity and convenience of the regulations for employees, surveying users and administrators, and checking against current
standards and regulatory requirements. The assessment scale should be two-dimensional: quantitative indicators (the
proportion of blocked unauthorized-access attempts, the average incident-response time, the average system response time)
should be complemented by qualitative ones — staff satisfaction and the degree of actual compliance with the established
rules.

Thus, the implementation of the methodology is not a one-time campaign but a multi-stage and recurring process that
requires consistency of action and constant oversight. For the result to be sustainable, the effectiveness of the measures applied
must be regularly reviewed and the methodology promptly adapted to changes in the technological landscape and the
emergence of new threats.

Conclusion

The study conducted on the topic "A Multi-Level Data Protection Methodology for 1C Information Systems" made it
possible to formulate and validate a set of theoretical propositions and practical solutions aimed at improving the reliability of
storing and processing corporate data. A review of existing approaches showed their strengths and weaknesses and, most
importantly, revealed an obvious gap: the insufficient adaptation of typical methods to the architectural features of the 1C
platform.

All the stated tasks have been solved. A critical review of current protection methods was carried out and the actual level
of data security in a typical 1C administration scenario was assessed; their strengths and weaknesses, as well as their
characteristic residual risks, were identified; a comprehensive methodology combining organizational, technical, and
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educational measures was formulated; its testing and validation were conducted under conditions modeling real operation; and
practical recommendations and a regulation suitable for implementation at an enterprise were prepared.

It has been established that ensuring data security in 1C administration is impossible without a comprehensive approach
that combines technical, organizational, regulatory, and educational measures. In the course of development, the key elements
of protection were identified: the differentiation of access levels, the creation and storage of backups, the use of encryption,
and tools for monitoring and incident response. Particular attention was paid to the principles of authentication, authorization,
and control of user actions.

The practical part of the work included testing and validation of the developed methodology under conditions modeling a
real operating environment. The results obtained are convincing: the share of successfully blocked unauthorized-access
attempts rose from 52% to 97% (a relative gain of about 87%), the average incident-response time was reduced from 14 to 4
minutes, while the increase in the average response time was only 6-9%. Taken together, the implementation of the proposed
measures appreciably reduced the probability of data loss, integrity violations, and unauthorized access to data.

The final stage of the study was the implementation of the methodology in the enterprise's operations — with the
preparation of regulatory documents, staff training, and the deployment of a monitoring and control system. This stage
demonstrated an essential point: information security is inextricably linked not only with technology but also with the human
factor. Forming a culture of secure behavior among users and an awareness of their own responsibility is not a declarative but a
key element of a sustainable protection system.

In the end, the developed methodology represents a holistic, practically applicable solution that makes it possible to adapt
existing security mechanisms to the specifics of administering 1C databases. Its theoretical significance lies in systematizing
the multi-level approach as applied to this platform, and its practical significance in the availability of a proven regulation
ready for implementation. It should be borne in mind that validation was carried out at a single organization, so further
verification of the methodology on various configurations and in different industries remains a separate task; nevertheless, the
work done confirms its relevance amid the growth of cyber threats and the tightening of requirements for protecting corporate
information resources.

To further improve the protection system, the authors consider it advisable:

1) to conduct regular audits of the state of information security and to promptly update the methods used;

2) to maintain a high level of staff competencies through systematic training and practical exercises;

3) to introduce modern technological solutions and automated control tools that meet the requirements of industry and
state standards.

Ensuring the security of 1C databases is not a task with a one-time solution but a continuous process based on a
comprehensive approach, the ability to adapt to new threats, and the constant improvement of the tools and procedures applied.
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