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Abstract

This paper presents a comprehensive analysis of security threats arising from the exploitation of Virtual Private Network
(VPN) infrastructure by botnet operators and Distributed Denial of Service (DDoS) attack organizers. The study examines
three primary attack vectors: the distribution of malicious VPN clients embedding botnet functionality, the abuse of VPN
provider infrastructure for traffic anonymization during cyberattacks, and the exploitation of vulnerabilities in tunneling
protocols (GRE, IPIP, L2TP, 6in4) that allow unauthenticated packet injection. Using the Russian Federation as a case study,
where VPN adoption reached 41% of internet users by 2025 due to escalating state censorship, the paper demonstrates how
restrictive digital policies inadvertently expand the attack surface by driving users toward unverified VPN solutions. The
analysis covers technical mechanisms of device recruitment into botnets, legal and reputational risks for VPN operators, and
the regulatory landscape across jurisdictions. Practical security recommendations are formulated for end users, VPN service
operators, and infrastructure hosts to mitigate the risks of involuntary participation in cybercriminal activities.
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AHHOTaLMs

B paHHOI cTaTbe IpeficTaB/ieH BCECTOPOHHUI aHanu3 yrpo3 6e30macHOCTH, BO3HUKAIOIUX B pe3ysbTaTe MCII0/Ib30BaHUS
MH(PaCTPyKTYphl BHUPTya/lbHBIX 4YacTHbIX ceTeii (VPN) oneparopamu 6o0T-ceTeii U opraHusaropamy aTak THIA
«pacripefie/ieHHbI 0TKa3 B obcmyxuBanun» (DDoS). B wucciieoBaHUM pacCMaTpUBAIOTCS TPYU OCHOBHBIX BEKTOpA arak:
pacrpoctpaHeHHe  BpefOHOCHBIX ~ VPN-K/IMEHTOB, cofepKaluX (YHKIMOHa/JBHOCTH 00T-ceTH;  370yroTpebiieHue
uHppacTpyktypold VPN-npoBaiifiepoB A1 aHOHMUMH3aLMM TpaduKa BO BpeMsi KuOepaTak; a TakKkKe HCII0/Ib30BaHUe
ysI3BUMOCTeH B rpoTokosax TyHHenvpoBanus (GRE, IPIP, L2TP, 6in4), fomyckaronmx BBOZJ, HEITOATBEPK/JeHHBIX rakeToB. Ha
npumepe Poccuiickoit @enepauuy, rge K 2025 rogy ucnonb3oBaHve VPN poctumio 41% wuHTepHeT-TO/b30BaTesiell u3-3a
YCUJIeHUsI TOCYAapCTBEHHO!N LIeH3ypbl, B paboTe MOKa3aHO, KaK OrpaHUUMWTeNbHast LU(pOBas IOJUTHKA HerpeJHaMepeHHO
paciuipsieT MOBePXHOCTb aTak{, MOATajlKUBas IO/Nb30BaTesell K HelnpoBepeHHbIM VPN-pellleHusiM. AHaiu3 OXBaTblBaeT
TeXHHUeCKHe MeXaHU3Mbl BepOOBKM YCTPOMCTB B 0OOT-CeTH, IIpaBOBble M pellyTaljMOHHble PUCKU s oreparopoB VPN, a
TaK)Ke Pery/sTOPHYIO CPeAly B Pa3IMyHbIX I0pUCAUKLUAX. ChopMyaMpoBaHbl ITpaKTHUeCKUe peKOMeHAAlWH 10 6e301macHOCTU
JJIs1 KOHeUHBIX 1oTpebuterneii, oriepatopoB VPN-cepBHCOB M XOCTHHT-TIPOBai/|epoOB, HallpaB/ieHHbIe Ha CHIDKEHHE PUCKOB
HEBOJIbHOTO YJacTHsi B KHOepPIPeCTYITHO! /esITe/TbHOCTH.

KnroueBble c/10Ba: BHUPTyalbHas YacTHasl CeTh, paclpefeséHHasl aTaka TUIA «OTKa3 B OOC/Iy>KMBaHUW», 0OT-CeTh,
Krubepbe30nmacHOCTb, TPOTOKOJBI TYHHETMPOBAHMWS, BPEAOHOCHBIE KIMEHTBb, aHOHMMHM3alus TpaduKa, ysS3BUMOCTH CETH,
TMIPOKCHU-Y371bl, 3710y1I0TpebeHre MH(PPACTPYKTYPOIL.

Introduction

Virtual Private Networks (VPNs) have become one of the most widely adopted tools for ensuring online privacy and
circumventing internet censorship worldwide. Their fundamental role in encapsulating and encrypting user traffic has been
extensively documented in the networking literature [1], [2], [3]. However, the same infrastructure that provides legitimate
users with privacy and access has increasingly attracted the attention of cybercriminals, who exploit VPN services for traffic
anonymization, botnet command-and-control concealment, and large-scale Distributed Denial of Service (DDoS) attacks [4],

[5], [6].
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The scale and sophistication of DDoS attacks have grown dramatically in recent years. According to Cloudflare’s threat
reports, the total number of DDoS attacks exceeded 47 million in 2025, a 121% increase over the previous year, with peak
attack bandwidth reaching 11.5 Tbps [7]. The AISURU/Kimwolf botnet, which compromised over two million Android
devices and set a record-breaking 31.4 Tbps DDoS attack in late 2025, exemplifies the convergence of VPN abuse and botnet
infrastructure: its operators used residential proxy networks and VPN applications to both recruit devices and anonymize attack
traffic [8]. The largest botnet dismantled to date, 911 S5, which infected 19 million devices across 190 countries, was
propagated specifically through malicious VPN applications such as MaskVPN, DewVPN, and ShieldVPN [9]. These
developments underscore the urgency of studying VPN-related security threats.

Recent research has also revealed fundamental vulnerabilities in tunneling protocols widely used in VPN infrastructure.
Beitis and Vanhoef identified critical flaws in GRE, IPIP, 6in4, and 4in6 protocols (CVE-2024-7595, CVE-2024-7596, CVE-
2025-23018, CVE-2025-23019), demonstrating that 4.2 million internet hosts accept unauthenticated tunneling packets,
allowing attackers to use them as one-way proxies for anonymous attacks [10]. Simultaneously, the Tunnel Vision vulnerability
(CVE-2024-3661) showed that attackers on a local network can force VPN traffic to bypass the encrypted tunnel entirely using
DHCP manipulation [11]. These findings highlight that VPN security threats extend beyond malware distribution to
fundamental protocol-level weaknesses.

The Russian Federation presents a particularly instructive case study for examining these threats. The rapid expansion of
internet censorship since 2022, including the blocking of major social media platforms, throttling of YouTube, and systematic
targeting of VPN services by Roskomnadzor, has driven VPN adoption to approximately 41% of Russian internet users by
2025 [12]. The departure of reputable Western VPN providers from the Russian market, combined with the criminalization of
VPN advertising and the blocking of 258 VPN services in 2024-2025, has created conditions in which users are increasingly
driven toward unverified, potentially malicious VPN applications [13]. This environment amplifies the risks analyzed in the
present study.

While existing literature addresses individual aspects of VPN security—botnet architectures [4], [5], [6], tunneling
protocol vulnerabilities [10], [14], [15], and DDoS attack mechanisms [16], [17] — there is a notable gap in comprehensive
analyses that integrate these threat vectors with the socio-political context that drives mass VPN adoption. The novelty of this
work lies in providing a unified framework that combines technical analysis of VPN exploitation mechanisms (malicious
clients, protocol vulnerabilities, infrastructure abuse) with an examination of the regulatory and geopolitical factors that create
favorable conditions for these threats, using Russia’s digital censorship landscape as a case study.

The objective of this work is to conduct a comprehensive analysis of the technical and organizational-legal risks associated
with the use and hosting of VPN services, with a focus on the potential involvement of their users and operators in botnet
infrastructure and DDoS attacks. To achieve this objective, the following tasks have been set:

- To systematize and analyze current threats related to the exploitation of VPN infrastructure by malicious actors, drawing
on recent incident data and threat intelligence reports.

- To examine specific technical mechanisms through which users are recruited into botnets via malicious VPN clients and
vulnerabilities in network tunneling protocols.

- To investigate the socio-political factors, particularly internet censorship policies, that amplify VPN-related security risks
by driving users toward unverified solutions.

- To assess the legal and reputational risks faced by VPN service operators and hosts across different regulatory
jurisdictions.

- To develop practical, evidence-based recommendations for reducing the risks of involuntary participation in
cybercriminal activities for end users, VPN operators, and infrastructure hosts.

Digital Landscape and Internet Censorship in Russia

The current digital landscape of the Russian Federation is characterized by a systematic and multi-level increase in state
control over the Internet. This process, which began long before 2022, has significantly accelerated and radicalized due to
geopolitical events, leading to a persistent trend towards the creation of a "sovereign Internet" (Runet). The evolution of
restrictions has taken place in two main areas: Firstly, under the influence of international sanctions and political decisions, a
significant number of foreign companies have begun to withdraw their operations or restrict access to their services for Russian
users. Secondly, Russian government agencies, primarily Roskomnadzor, have implemented extensive measures to block and
restrict access to a wide range of foreign and even some Russian online resources. These parallel processes have created a
complex and contradictory environment in which users are forced to rely on VPN technology at scale.

Since February 2022, in response to political events and the imposition of international sanctions, numerous foreign
companies representing a wide range of industries, from finance and retail to high-tech and entertainment, have taken steps to
curtail their operations in the Russian Federation. This process has been comprehensive, encompassing both complete market
exit and the implementation of targeted restrictions on access to their products and services for Russian users. According to the
Yale School of Management [18], by February 2025, more than 1,000 major international companies had announced plans to
reduce their operations in Russia. This mass exodus has affected key sectors of the economy and had profound implications for
the Russian consumer and corporate markets.

Some of the most notable examples include the following companies and their actions:

- Technology sector: Industry giants such as Apple, Google, Intel, AMD, Cisco, and Dell have suspended sales of their
products and restricted access to certain services. For example, Apple stopped online sales of its products in Russia in March
2022 and limited the functionality of Apple Pay. Grammarly, a company that provides Al-powered services, has completely
blocked users from Russia and Belarus.

- Financial sector: Major payment systems such as Visa and Mastercard, as well as American Express and PayPal, have
suspended their operations, severely limiting the ability of Russian bank cards to conduct international transactions.
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- Entertainment and retail sector: Disney, Warner Bros., Sony, and other film studios have suspended the release of their
films in Russian theaters. Retail brands, including Nike, Adidas, H&M, Zara (Inditex), and IKEA, have closed their stores and
suspended online sales.

Along with corporate decisions to withdraw from the market, foreign countries, primarily members of the European
Union, have imposed sanctions that have directly affected digital services. In April 2022, regulations came into effect that
require Internet service providers, social media platforms, and app stores to take reasonable steps to prevent users from
accessing content created or distributed by sanctioned individuals and organizations. As a result, platforms such as Facebook,
Instagram, and Twitter (now X) were forced to restrict access to accounts of Russian state-owned media outlets like RT and
Sputnik for users in Europe. In response, the Russian authorities took countermeasures, leading to subsequent blockages of
these platforms in Russia.

In parallel with the restrictions imposed by foreign companies, Russian regulatory authorities, particularly Roskomnadzor,
have launched and significantly intensified a campaign to block and restrict access to foreign online services, social media, and
censorship-evading tools, including VPNs, since 2022. This campaign is part of a broader government policy aimed at creating
a "sovereign Internet" and increasing control over information space. Although the first blockages of major platforms such as
LinkedIn occurred in 2016, it was in 2022 that the pace and scale of restrictions increased dramatically.

Key stages of strengthening censorship measures include:

- Blocking social media: In March 2022, Roskomnadzor began blocking access to Facebook and Instagram (owned by
Meta, which is recognized as an extremist organization in Russia). Access to Twitter (now X) was initially "slowed down" and
then completely blocked.

- Restricted access to YouTube: Starting in August 2024, YouTube's video hosting service was almost completely shut
down on the networks of Russian providers due to targeted traffic throttling by the authorities.

- Blocking of messengers and other services: In 2024-2025, popular services such as Signal, Viber, Snapchat, Roblox, and
Apple's FaceTime video calling feature were blocked. The official reasons for the blockages were "terrorist activities,"
"extremism," and "fraud."

- Campaign against VPNs: Since 2024, Roskomnadzor has been systematically targeting VPN services. On March 1, 2024,
a law was enacted granting the agency the authority to demand the removal of all VPN apps that allow for circumvention of
blockings from app stores. By October 2024, at least 197 VPN services had been blocked. In 2025, additional restrictions were
introduced, including a ban on VPN advertising and criminal liability for using VPNs to spread "fake news" about the armed
forces.

These measures have created a difficult situation in which access to a significant portion of the global Internet has become
impossible for users in Russia without the use of censorship-bypassing tools. However, as experts point out, it is the pressure
on foreign technology companies and the tightening of legislation that has forced many reputable Western VPN providers to
leave the Russian market, leaving users with less reliable and potentially dangerous solutions.

Malicious VPN Clients and Botnet Functionality

The infrastructure of commercial VPN providers is actively used by cybercriminals to carry out cyberattacks, including
DDoS attacks on media resources, government systems, and commercial systems. The main advantage that VPN services
provide cybercriminals is the masking of the attacker's true IP address. Victims and law enforcement agencies record the IP
addresses of VPN nodes rather than the end users of the attacks, making attribution and response processes more challenging.
This allows DDoS campaign organizers to operate with a high degree of anonymity, using both legitimate VPN subscriptions
and compromised or anonymously purchased accounts. As a result, VPN provider infrastructure effectively becomes a
transportation platform for cybercriminal activities, endangering both the providers themselves and their law-abiding users,
whose devices may be involved in attacks without their knowledge.

Botnet functionality in VPN clients. One of the most dangerous and widespread mechanisms for involving user devices in
cybercriminal infrastructure is the distribution of malicious VPN clients that masquerade as legal and free solutions for
ensuring privacy and bypassing blocks. Once installed on a user device, such applications establish a hidden connection with a
control server (C&C, Command and Control) controlled by attackers, effectively turning the device into a "zombie" — a full-
fledged botnet node. These malicious clients not only fail to perform their primary task of protecting traffic, but also actively
exploit the device's resources to perform malicious actions on behalf of the botnet operators. The functionality of such Trojan
programs can be extremely diverse and dangerous.

Key malicious capabilities embedded in fake VPN clients include:

- Traffic generation for DDoS attacks: The user's device may be involved in a distributed attack such as an HTTP-flood
[16], [17]. In this case, the client, upon receiving a command from the C&C server, begins generating many HTTP(S) requests
to the victim's target web server, overloading it and causing it to malfunction. The user is typically unaware of what is
happening until they notice abnormal behavior on their device or receive complaints from their Internet service provider.

- Using the device as a proxy: Malware can configure the device as an open proxy server, through which attackers can
redirect their traffic. This allows attackers to conceal their real geolocation and IP address, using the victim resources for
further attacks, spam campaigns, or other illegal activities. As a result, the user's IP address may be blacklisted, and the user
may be suspected of cybercriminal activities.

- Downloading and executing additional malicious code: A Trojan VPN client can serve as a downloader for other
malicious programs. Upon receiving a command, it can download and install additional modules on the device, such as
keyloggers, ransomware, or other malicious software, significantly increasing the level of system compromise and potential
damage to the user.
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Thus, the use of questionable or free VPN applications with an opaque data processing policy poses an extremely high
risk. A user seeking anonymity may unknowingly become part of a criminal infrastructure, which they may eventually become
a victim of.

Some VPN and proxy services [19], [20], especially those offering their services for free or on a shareware basis, build
their architecture on a model in which users' client devices turn into exit nodes for other people's traffic. Under this model, the
user gets free access to anonymize their own traffic in exchange for providing their network resources — bandwidth and IP
address — to other network users. However, as a rule, there is no clear and understandable information about exactly how and
to what extent these resources will be used. The user is often unaware that their device and their IP address have become an
infrastructure for the relaying of extraneous traffic, the nature and content of which are unknown and beyond their control.

This architecture creates serious potential for the involvement of good-faith users in various types of abuse. Since all
outgoing traffic is displayed as coming from the user's IP address, the device owner may be involved in:

- DDoS attacks: If other network users decide to attack a resource, all the attacking traffic will originate from the user's
network, making their IP address the source of the attack.

- Spam mailings: The device can be used for mass spam mailings, which will result in the IP address being blacklisted by
email servers.

- Other illegal activities: Traffic can be used to spread malware, child pornography, extremist materials, and other
prohibited data. This creates a legal and reputational conflict, as the user may not have directly initiated or committed the
illegal actions, but their infrastructure and IP address served as a platform for these activities.

In the event of an investigation, the IP address owner will be the first to come under scrutiny by law enforcement agencies.

DDoS Attack Traffic Anonymization via VPN Infrastructure

Analysis of incidents shows that the organizers of DDoS campaigns actively exploit the infrastructure of major VPN
providers to generate attack traffic. They use both legally purchased subscriptions and compromised or anonymously
purchased accounts. The attackers run specialized software on their devices that route all attack traffic through a VPN server.
This effectively masks the geography and origin of the attack, as the victim and law enforcement agencies will see the VPN
server's IP address as the source of the traffic, rather than the actual attacker. This approach significantly complicates the
attribution and response process, allowing attackers to operate with a high degree of anonymity and avoid responsibility.

In addition to generating traffic directly from VPN servers, attackers also actively use VPN nodes as intermediate proxies
in multi-step chains. In this scenario, the attack traffic passes through multiple different VPN servers, as well as possibly
through other anonymizing technologies such as Tor or public proxies. This "onion" routing scheme makes it nearly impossible
to determine the true source of the attack. Each node in the chain only knows its previous and subsequent neighbor, making
tracing significantly more challenging. This method is particularly effective in complex, targeted attacks, where attackers need
to conceal their identity and location as much as possible to avoid detection and ensure the ability to launch repeated attacks.

To achieve maximum anonymity and resilience of their infrastructure, attackers often combine VPNs with other
anonymization technologies, such as Tor (The Onion Router) and public proxy servers. This allows them to build extremely
complex and convoluted schemes to hide the source of their attack. For example, traffic may first be routed through a local
VPN client, then through multiple Tor nodes, before being routed back to the Internet through one or more VPN servers in
different countries. This multi-layered architecture makes attribution nearly impossible, as it requires the cooperation of
multiple different providers and organizations across different jurisdictions to uncover the chain. This allows attackers to
operate with a high degree of impunity.

Vulnerabilities in Tunneling Protocols

Modern research in the field of information security has revealed that a significant number of hosts on the Internet are
vulnerable to attacks due to incorrect processing of packets that use various tunneling protocols. These include protocols such
as GRE (Generic Routing Encapsulation), IP-in-IP, L2TP (Layer 2 Tunneling Protocol) [14], [15], and other traffic
encapsulation mechanisms that are widely used in VPN and corporate network infrastructure. Vulnerabilities arise due to errors
in the implementation of these protocols in network equipment and software, as well as due to incorrect configuration of tunnel
interfaces. Attackers can exploit these vulnerabilities to carry out various types of attacks that do not require the installation of
malware on the target system. This makes vulnerable VPN gateways and routers potential infrastructure elements for
cyberattacks.

Vulnerability abuse scenarios. One of the vulnerability abuse scenarios in tunneling protocols is the forced use of a
vulnerable host as a one-way proxy. In this case, an attacker can send specially crafted encapsulated packets to a vulnerable
VPN gateway or router, forcing it to forward these packets to third parties without requiring authentication from the sender.
This allows the attacker to use someone else's network infrastructure for attacks while masking their true IP address. For the
victim of the attack, all malicious traffic will appear to be coming from the network where the vulnerable host is located, which
can lead to the host being blocked and causing additional problems for its owner.

Vulnerabilities in tunneling protocols can be exploited to amplify DoS/DDoS attacks. An attacker can send encapsulated
packets to a vulnerable host, specifying the target IP address as the source. The vulnerable host, while processing these packets,
will send responses directly to the target IP address, unintentionally participating in the attack. Additionally, improper handling
of tunnel packets can lead to network equipment overload, causing denial-of-service for legitimate users. In more complex
scenarios, an attacker can exploit vulnerabilities to uncontrollably route encapsulated packets within corporate and operator
networks, potentially leading to overloaded internal communication channels and disruption of critical services.

Vulnerabilities in tunneling protocols can also be exploited to carry out attacks on network infrastructure, such as DNS
spoofing [21], [22] and poisoning attacks. An attacker can exploit vulnerable tunnel interfaces to inject false data into the DNS
server in cache or to redirect traffic to malicious resources. For example, by sending specially crafted packets through a
vulnerable VPN gateway, an attacker can cause it to process these packets incorrectly, leading to the compromise of network
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traffic. This can allow an attacker to intercept sensitive data, conduct phishing attacks, or distribute malware. As a result,
vulnerable VPN gateways and routers become not only tools for conducting DDoS attacks, but also a vector for more subtle
and dangerous attacks on network infrastructure.

Legal and Regulatory Risks for VPN Operators

VPN service operators and individuals hosting VPN nodes on VPS or home servers face increased technical risks related
to the possibility of using their infrastructure for illegal purposes. These risks include overloading communication channels,
which can lead to reduced service quality for legitimate users or even complete denial of service. Additionally, exploiting
vulnerabilities in VPN software or network protocols can compromise the VPN system itself. Attackers can gain unauthorized
access to the server, steal user data, modify the service configuration, or use it as a springboard for further attacks on other
systems. This not only damages the operator's reputation but can also lead to serious financial and legal consequences.

In addition to the technical consequences, VPN service providers face significant legal and reputational risks. If the VPN
service infrastructure is used for DDoS attacks or other cybercrimes, the provider may be held accountable for facilitating
criminal activities. This is particularly relevant in an increasingly regulated cybersecurity landscape, where not only the
perpetrators but also those providing infrastructure support may face legal consequences. Reputational costs can also be
significant: news that a VPN service has been involved in cyberattacks can erode user trust and lead to a mass exodus of
customers. This can cause irreparable damage to a business, especially if it operates on a commercial basis.

Law enforcement practices and legislative initiatives in several countries demonstrate a steady trend towards increasing
liability for participation in DDoS attacks and creating conditions for their implementation. In such circumstances, the owner
of a VPN infrastructure may be considered an entity that has failed to provide an adequate level of control and prevention of
abuse, especially in the case of commercialization of the service. This means that VPN service providers are required to
implement effective measures for monitoring traffic, identifying, and blocking suspicious activity. Failure to comply with these
requirements may be considered negligence or indirect facilitation of cybercriminal activities, which can result in both
administrative and criminal liability. This trend has prompted VPN service providers to review their security policies and
implement stricter protection measures.

The legal assessment of the actions of VPN infrastructure owners depends on national legislation, but the general trend is
to expand the range of individuals potentially liable for participation in DDoS attacks. Various jurisdictions are discussing or
have already implemented regulations that impose penalties not only on the direct perpetrators of attacks, but also on
individuals who provide infrastructure support. This means that even if there is no direct intent, a VPN service provider may be
held accountable for negligent or indirect involvement in cybercriminal activities. Several countries have introduced special
requirements for VPN operators, requiring them, for example, to connect to government-run blacklist registries to filter traffic.
Failure to comply with these requirements may result in severe fines and other penalties.

Duration and scale of abuse. When assessing the responsibility of the owner of a VPN infrastructure, the key factor is the
duration and scale of abuse of this infrastructure for conducting attacks. If suspicious activity is recorded on the VPN provider
server for an extended period and is systematic in nature, it may indicate that insufficient measures have been taken to combat
abuse. In such cases, the operator may face greater responsibility compared to situations where the attack was a single and
short-lived incident that was promptly detected and addressed. Therefore, regular monitoring and analysis of network traffic
are crucial for demonstrating the operator's integrity and minimizing legal risks.

Another important factor that affects the legal assessment of a VPN operator's actions is the presence or absence of
reasonable measures to monitor and suppress malicious activity. An operator that has implemented effective intrusion detection
systems (IDS/IPS [23], [24]), maintains user activity logs, regularly analyzes traffic for anomalies, and promptly blocks
suspicious sessions will be viewed more favorably than an operator that does not take any efforts to prevent abuse. The
presence of a clear security policy, incident response procedures, and documented actions to prevent malicious activity can
serve as a strong indicator of the operator's integrity.

Finally, the commercial nature of the service provision and the operator's awareness of potential abuse also play a
significant role in the legal assessment. A commercial VPN provider that generates revenue from its services has a higher
responsibility to ensure the security of its infrastructure compared to an individual who provides access to a VPN server for
free. If the operator has been informed about instances of abuse in their infrastructure but has not taken any steps to address
them, it may be considered as intentional facilitation of cybercriminal activities. In this case, the operator's responsibility will
be significantly higher, and they may face more severe sanctions.

Security Recommendations for Users and Operators

To minimize the risks of involvement in a botnet infrastructure, it is recommended that end users use VPN clients only
from trusted and reputable providers. When choosing a VPN service, it is important to consider its history, user reviews, and
clear privacy policies. The client application should be downloaded only from official software distribution sources, such as
the provider's official website or official app stores (App Store, Google Play). Using clients from unofficial sources
significantly increases the risk of installing malware that disguises itself as a VPN app.

Users are strongly advised to avoid questionable free VPN solutions with an opaque traffic handling policy and a lack of
information about the service owner. Typically, such services monetize at the expense of the user, for example, by selling their
data to third parties, embedding ads, or, even worse, using their device as a proxy node for relaying external traffic. "There's no
such thing as a free lunch," and in the context of VPNs, this expression holds particular significance. A reliable and secure
VPN service requires significant costs for server rental, software development, and security measures, so it cannot be
completely free.

After installing the VPN client, it is recommended that the user regularly monitor the behavior of their system. They
should pay attention to indicators such as network activity, CPU usage, and RAM usage. If there are any abnormalities, such as
unusually high network activity in the background, slow system performance, or device overheating, it may be a sign of
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malicious activity. In such cases, it is important to immediately disable the VPN client, perform a full antivirus scan of the
system, and, if necessary, remove the suspicious application.

It is advisable for VPN service operators and private hosts to implement strict restrictions on the list of open protocols and
ports. It is necessary to configure firewalls (firewall) in such a way as to block all unused traffic. In addition, it is
recommended to implement intrusion detection and prevention systems (IDS/IPS) that will analyze incoming and outgoing
traffic for signs of attacks. This will allow for timely detection and blocking of attempts to abuse the VPN service
infrastructure.

To prevent unauthorized access to the VPN service, operators should use strict authentication mechanisms. Instead of
using simple logins and passwords, it is recommended to use more secure methods such as certificate or key-based
authentication. Additionally, multi-factor authentication (MFA) [25], [26] should be implemented for administrative access to
servers. Regular auditing of user and administrator accounts is also an important security measure, allowing for the timely
identification and deactivation of compromised or suspicious accounts.

VPN service providers should implement monitoring and logging tools to analyze abnormal outgoing traffic. They should
keep detailed logs of user activity, including information about connections, transmitted traffic volume, and target IP addresses.
Automated log analysis systems should detect suspicious patterns, such as sudden spikes in outgoing traffic, multiple
connections from a single account, or attempts to access known malicious resources. When anomalies are detected, suspicious
sessions should be promptly blocked, and the incident should be investigated.

Finally, it is crucial for VPN service providers to keep their VPN software, operating systems, and network equipment up
to date to address known vulnerabilities. Many attacks on VPN infrastructure exploit outdated software versions that have
already been patched. Regularly updating the system can help close these security gaps and significantly reduce the risk of
compromise. It is also important to implement a regular security audit process and monitor new vulnerabilities in the software
and hardware used.

Conclusion

The present study has produced the following principal results. First, a systematic classification of VPN-related security
threats has been developed, identifying three primary attack vectors:

1) distribution of malicious VPN clients with embedded botnet functionality, as exemplified by the 911 S5 botnet that
infected 19 million devices through six VPN applications;

2) exploitation of legitimate VPN infrastructure for DDoS traffic anonymization, with attack volumes reaching 11.5 Tbps
in 2025;

3) abuse of vulnerabilities in tunneling protocols (GRE, IPIP, L2TP, 6in4/4in6), with 4.2 million hosts identified as
vulnerable to unauthenticated packet injection.

Second, the study demonstrates, using the Russian Federation as a case study, that restrictive internet censorship policies
create a paradoxical security effect: by blocking reputable VPN providers and driving 41% of internet users toward unverified
alternatives, state censorship inadvertently expands the attack surface available to botnet operators and cybercriminals. Third, a
comparative analysis of the regulatory landscape across jurisdictions has revealed a clear trend toward expanding liability for
VPN infrastructure abuse, where operators face increasing legal responsibility for failing to implement adequate monitoring
and abuse prevention measures.

The novelty and originality of this work consist in the integration of technical threat analysis with the socio-political
context of mass VPN adoption. Unlike prior studies that address botnet architectures, tunneling vulnerabilities, or DDoS attack
mechanisms in isolation, this paper provides a unified analytical framework that traces the causal chain from internet
censorship policies through user migration to unverified VPN solutions to the expansion of botnet infrastructure. This
interdisciplinary approach enables a more complete understanding of the threat landscape and supports the development of
more effective countermeasures.

Based on these findings, the study formulates a set of practical recommendations targeting three stakeholder groups: end
users (prioritizing trusted VPN providers, monitoring system behavior for signs of botnet activity), VPN operators
(implementing IDS/IPS systems, enforcing strict authentication, maintaining activity logs for anomaly detection), and
infrastructure hosts (restricting open protocols and ports, regular security audits, timely patching of tunneling protocol
vulnerabilities). The implementation of these measures can significantly reduce the likelihood of involuntary involvement in
cybercriminal activities. Future research should focus on developing automated detection mechanisms for malicious VPN
clients and on quantitative assessment of the relationship between censorship intensity and the prevalence of VPN-based botnet
infections [27], [28].
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